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1. Prepare your systems

Update software: Ensure all payment processing 

systems and fraud detection tools are updated.

Load testing: : Perform load testing to handle increased  

transaction volumes during peak periods.

Backup systems: Verify that backup systems are in 

place and functioning.

2. Enhance security measures

Fraud detection: Implement advanced fraud detection 

systems and regularly update them.

Transaction monitoring: Continuously monitor 

transactions for suspicious activity.

Merchant verification: Strengthen merchant  

verification processes.

Model refreshes: Refresh fraud detection models with 

the latest data and trends.

3. Merchant support

24/7 support: Provide around-the-clock support for 

merchants regarding fraud-related issues.

Self-service options: Offer self-service options for 

reporting fraud and disputing transactions.

Training: Train support staff to handle fraud-related 

queries and escalations.

4. Communication and education

Merchant education: Educate merchants on 

recognizing and preventing fraud.

Alerts and notifications: Implement real-time alerts for 

suspicious transactions.

Fraud awareness campaigns: Run campaigns to raise 

awareness about common fraud schemes.

5. Reporting and analytics

Fraud reports: Generate detailed reports on fraud 

incidents and trends.

Merchan insights: Analyze merchant behavior to 

identify potential fraud risks.

Adjust strategies: Adjust fraud prevention strategies 

based on real-time data and insights.

6. Post-peak review

Performance analysis: Review fraud prevention 

performance and identify areas for improvement.

Merchant feedback: Collect and analyze feedback 

from merchants regarding fraud prevention measures.

Plan for next year: Start planning for the next peak 

period based on insights gained.

Fraud checklist for merchant acquirers
Strengthen consumer confidence and maximize efficiency this season with our detailed checklist, 
crafted to optimize acquirer operations and mitigate fraud risks.

Want to discover more?
Download the Scamscope report to stay 
ahead of fraud

Watch our webinar to get ahead of 
global scams this holiday season
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https://www.aciworldwide.com/scamscope-report-app-scam-trends
https://go.aciworldwide.com/Unwrapping_Checkout_Trends_Webinar_registration.html
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